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Johnny Bass has been in the networking industry since the late 1980s, specializing on Cisco 

System products since 1990 and has worked extensively in the Aerospace, Health Care, and 

Service Provider industries, providing network design, education, and technical support 

expertise. Holding both CCIE and CCSI credentials, Johnny has a proven record of teaching 

and consulting on Cisco Routing, Switching, Design, Implementation, and Support. During 

his tenure as a Senior Instructor with Global Knowledge, Johnny has developed extensive 

experience teaching CCNP/CCIP/CCVP/Cisco Nexus and CCIE R&S courses. This experience 

has also allowed him to excel in the role of Course Director and Subject Matter Expert, with 

technical responsibility for Global Knowledge’s North American CCIE R&S curriculum and 

Service Provider Technical Segment, including the Cisco CCIE 360 program for Routing and 

Switching; IPv6 Fundamentals, Design and Development; and the Cisco Service Provider 

Next Generation Network Operations series of courses.  Johnny is also the author of the 

CCIE Routing & Switching Written Exam Boot Camp currently running for Global Knowledge 

in Europe.  Johnny is a Cisco 360 R&S Master instructor; the first to achieve this level 

outside of the organization that created the program.  In addition to his teaching 

engagements, Johnny is the owner and President of Bass Consulting Services, Inc, a 

network engineering consultancy based outside of Seattle, WA specializing with service 

provider and large enterprise networks for design, configuration, and troubleshooting 

support.  Johnny lives in Gig Harbor Washington with his wife Tiffany, children Sean and 

Cayman, their cats Gus & Callie and puppy Beignet.
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PE1:

!

interface Loopback0

ip address 192.168.1.17 255.255.255.255

!

interface Tunnel0

ip address 12.12.12.1 255.255.255.0

ip ospf 2 area 0

tunnel source Loopback0

tunnel destination 192.168.1.33

!

interface FastEthernet0/0

ip address 192.168.1.49 255.255.255.240

speed auto

duplex auto

!

interface FastEthernet1/0

ip address 172.16.11.18 255.255.255.240

speed auto

duplex full

!

interface FastEthernet1/1

ip address 172.16.11.34 255.255.255.240
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speed auto

duplex full

!

router ospf 1

network 192.168.1.0 0.0.0.255 area 0

!

router ospf 2

network 172.16.0.0 0.0.255.255 area 0

!

PE2:

!

interface Loopback0

ip address 192.168.1.33 255.255.255.255

!

interface Tunnel0

ip address 12.12.12.2 255.255.255.0

ip ospf 2 area 0

tunnel source Loopback0

tunnel destination 192.168.1.17

!

interface FastEthernet0/0

ip address 192.168.1.65 255.255.255.240

speed auto

duplex auto

!

interface FastEthernet1/0

ip address 172.16.22.18 255.255.255.240

speed auto

duplex full

!

interface FastEthernet1/1

ip address 172.16.22.34 255.255.255.240

speed auto

duplex full

!

router ospf 1

network 192.168.1.0 0.0.0.255 area 0

!

router ospf 2

network 172.16.0.0 0.0.255.255 area 0

!
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PE1#sh int tu 1

Tunnel1 is up, line protocol is up

Hardware is Tunnel

Interface is unnumbered. Using address of Loopback0 

(192.168.1.17)

MTU 17916 bytes, BW 10000 Kbit/sec, DLY 50000 usec,

reliability 255/255, txload 1/255, rxload 1/255

Encapsulation TUNNEL, loopback not set

Keepalive not set

Tunnel source 192.168.1.17 (Loopback0)

Tunnel Subblocks:

src-track:

Tunnel1 source tracking subblock associated with 

Loopback0

Set of tunnels with source Loopback0, 1 member 

(includes iterators), on interface <OK>

Tunnel protocol/transport multi-GRE/IP

Key disabled, sequencing disabled

Checksumming of packets disabled

Tunnel TTL 255, Fast tunneling enabled

Tunnel transport MTU 1476 bytes
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Tunnel transmit bandwidth 8000 (kbps)

Tunnel receive bandwidth 8000 (kbps)

Last input 00:13:15, output 00:13:15, output hang never

Last clearing of "show interface" counters 00:51:44

Input queue: 0/75/0/0 (size/max/drops/flushes); Total 

output drops: 0

Queueing strategy: fifo

Output queue: 0/0 (size/max)

5 minute input rate 0 bits/sec, 0 packets/sec

5 minute output rate 0 bits/sec, 0 packets/sec

7 packets input, 840 bytes, 0 no buffer

Received 0 broadcasts (0 IP multicasts)

0 runts, 0 giants, 0 throttles

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 

0 abort

5 packets output, 640 bytes, 0 underruns

0 output errors, 0 collisions, 0 interface resets

0 unknown protocol drops

0 output buffer failures, 0 output buffers swapped 

out
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PE1#sh crypto ipsec sa

interface: Tunnel0

Crypto map tag: Tunnel0-head-0, local addr 192.168.1.17

protected vrf: (none)

local  ident (addr/mask/prot/port): (192.168.1.17/255.255.255.255/47/0)

remote ident (addr/mask/prot/port): (192.168.1.33/255.255.255.255/47/0)

current_peer 192.168.1.33 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 24, #pkts encrypt: 24, #pkts digest: 24

#pkts decaps: 22, #pkts decrypt: 22, #pkts verify: 22

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0

#send errors 0, #recv errors 0

local crypto endpt.: 192.168.1.17, remote crypto endpt.: 192.168.1.33

path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet0/0

current outbound spi: 0x5394CA98(1402260120)

PFS (Y/N): N, DH group: none

inbound esp sas:
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spi: 0xC9733487(3379770503)
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P1#sh crypto isakmp sa detail

Codes: C - IKE configuration mode, D - Dead Peer Detection

K - Keepalives, N - NAT-traversal

T - cTCP encapsulation, X - IKE Extended Authentication

psk - Preshared key, rsig - RSA signature

renc - RSA encryption

IPv4 Crypto ISAKMP SA

C-id  Local           Remote          I-VRF  Status Encr Hash   Auth DH Lifetime Cap.

1001  192.168.1.113   192.168.1.114          ACTIVE aes  sha512 psk  1  23:59:08

Engine-id:Conn-id =  SW:1

0     192.168.1.113   192.168.1.114          ACTIVE                  0  0       

Engine-id:Conn-id =  ???

(deleted)

IPv6 Crypto ISAKMP SA
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P1#sh crypto ipsec sa

interface: FastEthernet0/1

Crypto map tag: MyMap, local addr 192.168.1.113

protected vrf: (none)

local  ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

current_peer 192.168.1.114 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 26, #pkts encrypt: 26, #pkts digest: 26

#pkts decaps: 29, #pkts decrypt: 29, #pkts verify: 29

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0

#send errors 0, #recv errors 0

local crypto endpt.: 192.168.1.113, remote crypto endpt.: 192.168.1.114

path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet0/1

current outbound spi: 0xC6ED174D(3337426765)

PFS (Y/N): N, DH group: none

inbound esp sas:
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spi: 0x5344F5C(87314268)

transform: esp-256-aes ,

in use settings ={Tunnel, }

conn id: 1, flow_id: 1, sibling_flags 80000040, crypto map: MyMap

sa timing: remaining key lifetime (k/sec): (4608000/3537)

IV size: 16 bytes

replay detection support: N

Status: ACTIVE(ACTIVE)

spi: 0x244A8699(608863897)

transform: esp-256-aes ,

in use settings ={Tunnel, }

conn id: 3, flow_id: 3, sibling_flags 80000040, crypto map: MyMap

sa timing: remaining key lifetime (k/sec): (4242933/3540)

IV size: 16 bytes

replay detection support: N

Status: ACTIVE(ACTIVE)

inbound ah sas:

inbound pcp sas:

outbound esp sas:

spi: 0x8AE6E7E8(2330388456)

transform: esp-256-aes ,

in use settings ={Tunnel, }

conn id: 2, flow_id: 2, sibling_flags 80000040, crypto map: MyMap

sa timing: remaining key lifetime (k/sec): (4608000/3537)

IV size: 16 bytes

replay detection support: N

Status: ACTIVE(ACTIVE)

spi: 0xC6ED174D(3337426765)

transform: esp-256-aes ,

in use settings ={Tunnel, }

conn id: 4, flow_id: 4, sibling_flags 80000040, crypto map: MyMap

sa timing: remaining key lifetime (k/sec): (4242933/3540)

IV size: 16 bytes

replay detection support: N

Status: ACTIVE(ACTIVE)

outbound ah sas:

outbound pcp sas:

P1#
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